Policies Types

has classifications and defines
level of access and method to

Senior Management
Statement-gnrl high-level

o

Tnformation . ore and transmit information
has Authentications and
defines technology used to

Security policies ' control information access and

distribution

types

lists hard software to be used

System security policy

first and highest level of security

specify use of specific technologies in a uniform way

and steps to undertake to
protect infrastructure

Contain actual detail of the policy;
How the policies should be
implemented; should be kept
separate from another, different
audiences; security controls are.
different for each policy type;
updating is more manageable

same as standards, not forced to follow, more flexible

Detailed steps to perform a task, practicies

minimum level of security, standards can
be developed after the baseline is
established

Risk Analysis Terms

Determine impact of the

Resource, Product, Data

required due to laws,
regulations, compliance and

Regulatc
U gpecific industry standards

not mandatory, but strongly
suggested;

company wants employees to
consider it mandatory;

Can have exclusions for certain
empl or job function

Advisory

Informative—__to inform the reader

Acknowledgment of importance
of computing resources;
Statement of importance and
Support for Information
security;

Commitment to authorize lower
level Standards, Guidelines and
Procedures

threat and risk of threat

Risk Management

Policies
prevent unauthorized disclosure & Confidentiality
Standards
prevent modification of data o Integrity . @ CIA
Guidelines
Policies, Standards,
rellahieand Linelyjaccessibie ¥ Availabilty Guidelines and Procedures
procedured
claims identity, user access control § Identification Q@ Concepts
Baselines
evidence of users identity § Authentication
determine actions to an individual person § Accountabillty | @ other
rights and permissions granted to indv § Authorization
level of confd and privacy protection privacy Son
occuring
! tisk assessment, mitigation
Release is acceptable Undlasified methodology Primary
minor secret, answ to test, Healthcare Sensitive but undlasf Activities
Data collection and
sources for risk analysis | Secondary
Could couse some Damage Confidential Government
Serious Damage Secret Actual Threat
Possible consequences
Grave Damage ~ Top Secret Identification of Risk
Data classification Probable frequency
Likely hood of event
Classification
should not be disclosed, but not probl if it is Public Criteria:
Value,
Data protected from loss of Conf and Integrity Sensetive Cge; :
jsefu
Private sector Life,
Personal nature and for company use only Private Personal
Association
very sensitive, could seriosly neg impact Confidential
Responsible for Asset Valuation of Critical Assets
Determine level of dlassification, review Detailed Listing of Significant threats
and change classf Slome

Each threats likelihood
Can delegate responsibility to data custodion

Loss potential by threat
Authorize user privileges pef Y
Recommended remedial
generally IT system personal, run regular safeguards

backup/restore and testing recovery
Senior Management

Insuring data integrity and security, preserves CIA 8= Roles & Responsil

Risk Analysis should contain the following

Assigns objective numerical
values (dollars) VALUES

6 Custodian
Performs restoration when required Is a major project that requires
has ultimate : a detailed process plan
responsibiity for security Maintaining records in accordance to
classf policy, Applies user authorization SLE (Single Loss
; Expectancy)=Asset Value *
Infosec Officer anyone the routinely uses data Exposure factor (% lost of
asset) Expected financial
must follow operating procedures, policies and guidelines O Joss for single event

Has the functional must take due care to protect

responsibility for security

ALE (Annual Loss

uses corprt resources for corprt use Expectancy)=SLE*ARO

Quantitative

(Annualized Rate of occurance)
Annually expected financial

loss

Annualized Rate of Occurrence
(ARO) represents estimated
frequency in which threat will

oceur

Live interactive presentations
CBTs.

Methods of awereness
improvement

Publishing of posters and
newsletters

Incentives and awards

Reminders, login baner
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Security Awereness
Training

Analysis

Methods of Awereness

Types

Steps

Qualitative

Categories of Threats

Data Classification

B2 Asset

@ Threat  Action with a negative impact
© Vulnerabilty ~ Abence of Control

@ safequarg COMrol of countermezsure
& Fax

chance of making an error with

Inherent ' no contrls in place

chance that controls in place

Control  With orevent, detect or control

Detection

Residual TSk remaining after control i place

concerns about effects of

business  unforeseen circumstances

Overall  Combination of allrisks aka Audit Risk
Estimate of Potential Loss

Identify assets, calculate risk
Identify & Analyze Potential Threats

Define The Annualized Loss
Expectancy (ALE)

Higher level, brainstorming,
focus group

Scenario Procedure

Scenario Oriented

List the threat and the
frequency

Create exposure rating scale
for each scenario

Scenario reviewed by business
users for reality check

Risk Analysis team evaluates
and recommends safeguards

Work through each finalized scenario

Submit findings to
management

Measurable reduction in
unauthorized access attempts

increase effectiveness of control
Help to avoid fraud and abuse
Periodic awareness sessions for
new employees and refresh
other

Security training for Operators

Technical training

Training & Education

Infosec training

Manager training

chance that auditors won't find an error

Malicious Code or Logic

Information Warfare

Technically Oriented Terrorism

Personnel

Unathorized System Access

Application/Operational

Ineffective Security Results in
Data Entry Errors

Criminal

Psysical destruction, or
vandalism

Environmental

Utility outage, natural disaster

Delayed Processing

reduced productivity, deleyed
collections processing

Computer Infrastructure

hardware failure, program errors

Risk Reduction

Remedies

Risk Acceptance

Safeguard Selection

Value Assesment

Risk Transference

implementation of controls to
alter risk position

Get insurance, transfer cost of
a loss to insurance

Accept the risk, absorb loss

Perform cost/benefit analysus

Costs of Safeguards need to be
considered including

Purchase, development and
licensing costs

Disruption to production
Normal operating costs
Safeguard mus allow for
auditability and accountability
Asset valuation necessary to
perform cost/benefit analysis
Necessary for insurance

Supports safeguard choices




